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It's hard to keep track of all the leaks by Edward Snowden, the former National Security Agency contractor. Much of the material has been published in Britain's Guardian, as well as other publications, including The Washington Post, and have shed light on some of the agency's surveillance activities.  We wanted to step back and look at some of the frequently asked questions about the leaks:
What does the NSA monitor?
— Metadata [a set of data that gives information about other data], which includes the records of several billion telephone calls made in the U.S. each day. The NSA does listen to the content of some of those phone calls. It also monitors the online and phone calls of foreign citizens.
— Emails, instant messages and Facebook posts, as well as contact lists and raw Internet traffic. Tech companies have denied giving the agency direct access to their servers, but the NSA paid them millions of dollars to cover the cost of complying with its requests.
Is the activity legal?
Yes — at least the phone spying is, according to a judge on the Foreign Intelligence Surveillance Court.

And as NPR's Tom Gjelten noted over the weekend, "It is important to remember that no evidence has yet emerged that the NSA is 'spying' on Americans without a court order. We have learned that the NSA has the capability to read our emails and monitor our phone calls, but based on the disclosures to date, when this has happened, it has been inadvertent."  But civil liberties groups say the programs are unconstitutional. [It may violate the 4th amendment, which protects you from unwarranted and unreasonable searches]
How are the operations justified?
National security. As NPR's Eyder Peralta noted last week, the NSA and the CIA collaborate on drone attacks against suspected terrorists.  "As the [Washington] Post reports, this revelation may bolster the NSA's assertion that its controversial practice of collecting vast Internet data is used for the purpose of protecting the country," he wrote.
Can you protect your data?
Short answer: It's unlikely.  As Eyder reported over at the Two-Way blog last month, documents leaked by Snowden revealed that the NSA has the keys to crack most Internet encryption methods.

"In plain English, this means that many of the tools — like TLS, used by many banks and email providers — that people worldwide have come to believe protect them from snooping by criminals and governments are essentially worthless when it comes to the NSA," he wrote.
Why are people overseas angry? [Like German president Angela Merkel]
There's no court that oversees the NSA's activities on foreign communications. The leaks have indicated that the agency not only spied on countries such as Iran, but also allies like France, Brazil, Mexico — and even U.N. diplomats.

A key European Parliament committee approved new rules this week strengthening online privacy and outlawing the kind of surveillance the U.S. has been conducting.  Although foreign citizens may be angry, their governments' responses have been more muted. One possible reason: Snowden said it's likely some EU leaders knew about the operations.
Source B  Transcript of NPR’s interview with Barton Gellman, Senior Fellow at the Century Foundation and Washington Post journalist.
ROBERT SIEGEL, HOST:

There's more news from the NSA documents leaked by Edward Snowden. Yesterday, The Washington Post reported that the agency is gathering hundreds of millions of contact lists from personal email and instant messaging accounts. According to The Post report, the program collects more than a half million address books from Gmail, Yahoo, Facebook, every day. For more on this, we're joined by Barton Gellman. He's with The Century Foundation, on assignment to The Washington Post, one of the two reporters who worked on this. Welcome to the program once again.

BARTON GELLMAN: Thank you.

SIEGEL: And how does the collection program work?

GELLMAN: Well, the NSA could not collect all these address books and contact lists if it did it in the United States because this is a bulk collection program, not targeted at individuals. So it uses 18 access points overseas, which it negotiates, for example, with foreign telephone companies or Internet switching companies. But there are probably tens of millions of Americans whose contacts have been harvested this way because it's the structure of the Internet. If you sign on to Gmail from Kansas, you may be served by a server in Finland. The big, big companies have data centers all over the world and they distribute their loads and work around outages that way. I mean, the Internet does not respect international borders.

SIEGEL: The quantity of what the NSA would be getting this way is a little mind-boggling, but what is the quality of it? How useful is this information?

GELLMAN: Well, it's hard to know exactly but the NSA very much likes to draw maps and social graphs of contacts and networks. That is to say, who are you in communication with? Who do you associate with? Which networks of communicants overlaps? You can learn an enormous amount from this kind of metadata. The stuff they're harvesting also includes content because they're getting your online address book, your chat buddy list, if that's separate, and they don't always coincide. And, because they want to know who you're currently in contact with, they're collecting what they call the inboxes of Webmail accounts. So it's that list you first see when you log on on the messages you've got. That tells them people you're communicating with who may or may not be in your address book.

SIEGEL: In the Washington Post story, you quoted a senior U.S. intelligence official saying that despite mass collection, the privacy of Americans is protected here because - this is a quote -"we have checks and balances built into our tools." What's he talking about?

GELLMAN: Well, he's talking about the so-called minimization rules, which means there are rules about masking your identity. There are rules about circumstances under which they can look at your contact list, whether they can chain from it. Chaining is a tool they use that maps the contacts - who, you know, who are your contacts, who are their contacts, who are the third-order contacts. So they have rules limiting all this but they're not releasing the rules. And we've seen in other cases in which the rules are a little stricter, that they leave a lot of room for the NSA to look anyway.

SIEGEL: You've been working on this for months. And the distinction between data and metadata is routinely asserted by the NSA. That is, we're not surveilling your communications. We're surveilling the architecture of your communications. I don't know how they would say it. I'm curious what you make of this distinction. Do you find it - I mean, are you struck by how strong the distinction is after all these months, how weak it is? What would you say?

GELLMAN: Everyone from President Obama on down has said, don't worry about some of these programs like collecting all your telephone calls. They're only metadata. Now, what I've found is that metadata can be as revealing - sometimes even more revealing - than the so-called content.

So, for example, I would much rather someone listen to my phone calls for a month than to have them map who I've talked to, where I went, all my connections for a month, because I can control what I say on the phone. You get a much more revealing picture of people, for example, who are my confidential sources, or whether I'm negotiating to leave my employer and take a new job or a secret business deal, whether I'm having an extramarital affair, whether I'm seeing a psychiatrist. Anything that I might not want to broadcast to the world will be revealed quite clearly from metadata. So in a lot of ways, it's more intrusive.

SIEGEL: Barton Gellman is senior fellow at the Century Foundation. He's also writing for the Washington Post and has reported on the Snowden documents from the NSA. Thanks for talking with us.
GELLMAN: Thank you.
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Europe should be grateful for NSA spying, Rogers says
While outrage in Europe grows over reports of the NSA spying on its citizens and public figures, some in Congress have struck a less conciliatory [peacemaking] tone, with a key GOP congressman saying Sunday that foreign publics should be grateful - not angry - because America's spying keeps them safe.
"If the French citizens knew exactly what that was about, they would be applauding and popping champagne corks. It's a good thing. It keeps the French safe. It keeps the U.S. safe. It keeps our European allies safe," Rep. Mike Rogers, R-Mich., who chairs the House Intelligence Committee, told CNN. "This whole notion that we're going to go after each other on what is really legitimate protection of nation-state interest, I think is disingenuous."

Rep. Peter King, R-N.Y., lodged a similarly forceful defense of the NSA's spying on NBC's "Meet the Press," arguing the president should "stop apologizing" about U.S. surveillance practices.

"The president should stop apologizing, stop being defensive," he said. "The reality is the NSA has saved thousands of lives not just in the United States but in France, Germany and throughout Europe."

Rep. Darrell Issa, R-Calif., a frequent critic of the Obama administration, said on "Face the Nation" that it would be plainly inappropriate for the U.S. to spy on the head of state of an ally.

"The question of whether or not...our key allies are being listened to is an easy one: No. We have an agreement not to do it," he said. "If what you do in Germany helps the Germans and us, that's fine. But I don't believe ever listening to a head of state of an ally would be appropriate. And I would hope, if it's happened, that the president is just as upset as all of us are in Congress."

After allegations surfaced this week that the NSA had monitored the cell phones of Merkel and other world leaders, White House spokesman Jay Carney vowed that the U.S. "is not monitoring and will not monitor" the German leader's phone, but he did not say whether the U.S. had monitored her phone in the past.
